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Computer Crime Investigation Unit 

• Garda Bureau of Fraud 
Investigation 

• National Unit 

– Forensic Examinations 

– Cybercrime Investigation 

– International Liaison 
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malicious mobile 
apps worldwide 

15,577,912  

2014 in Numbers 
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unique malicious 
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Android users 
encountered a 
mobile threat  



Current Cybercrime Activity 

 

• CEO Fraud (Invoice re-direct) 

• DDOS - DD4BC & Armada Collective  

• PABX/IRSF Fraud 

• Phishing 



Email 1 
 

 On 2 Jul 2015, at 19:03, Sean Murphy 
<Sean.Murphy@abc123.com> wrote:>> >> I 
need to sort out a financial obligation 
urgently. What details do i need to give you 
to make a wire transfer?>> >> Sean.>> >> 
Sent from my iPhone  



DD4BC 
Hello, 

   

To introduce ourselves first:  

http:// report about bitcoin extortion attack by DDoS in New Zealand 

http:// report about bitcoin bounty hunter   

http:// report about notorious hacker group involved in excoin theft 

 

Or just google “DD4BC” and you will find more info.   

So, it’s your turn!   

All your servers are going under DDoS attack unless you pay 30 Bitcoin.  

Pay to bitcoin wallet   

Please note that it will not be easy to mitigate our attack, because our  current UDP flood power is 400-500 Gbps. 

Right now we are running small demonstrative attack on one of your IPs:  

123.123.123.123 

Don't worry, it will not be hard and will stop in 1 hour. It's just to prove that we are serious. 

We are aware that you probably don't have 30 BTC at the moment, so we will wait 24 hours.  

Find the best exchanger for you on howtobuybitcoins.info or localbitcoins.com 

You can pay directly through exchanger to our BTC address, you don't even need to have BTC wallet. 

Current price of 1 BTC is about 230 USD, so we are cheap, at the moment. But  if you ignore us, price will increase.  

IMPORTANT: You don’t even have to reply. Just pay 30 BTC to  bitcoin wallet – we will know it’s you and you will never  hear from us again. 

We say it because for big companies it's usually the problem as they don't  want that there is proof that they cooperated. 

If you need to contact us, feel free to use some free email service.  

Or contact us via Bitmessage: BM-NC1jRewNdHxX3jHrufjxDsRWXGdNisY5 



International Revenue Share Fraud 





Internet 

 Internet 
 Is a global system of interconnected computer networks 

 The Internet is comprised of both Surface Web and Deep 
Web  

 Surface Web can be defined as any content that can be 
indexed by a standard search engine 

 Deep Web (not to be confused with Dark Web) is the 
World Wide Web (WWW) content which is not part of the 
Surface Web 
• Surface Web: only 4% of all Internet content;  

• The remaining 96% content, not indexed by search engines, 
belongs to the Deep Web 





Surface Web 



Deep Web 





Definition of darknet in English: 

noun 

Computing 

A computer network with restricted access that 
is used chiefly for illegal peer-to-
peer filesharing. 

 

http://www.oxforddictionaries.com/definition/english/computer
http://www.oxforddictionaries.com/definition/english/network
http://www.oxforddictionaries.com/definition/english/restricted
http://www.oxforddictionaries.com/definition/english/access
http://www.oxforddictionaries.com/definition/english/chiefly
http://www.oxforddictionaries.com/definition/english/illegal
http://www.oxforddictionaries.com/definition/english/peer-to-peer
http://www.oxforddictionaries.com/definition/english/peer-to-peer
http://www.oxforddictionaries.com/definition/english/peer-to-peer
http://www.oxforddictionaries.com/definition/english/peer-to-peer
http://www.oxforddictionaries.com/definition/english/peer-to-peer
http://www.oxforddictionaries.com/definition/english/file


The onion router 



About Tor 

• The core principle of Tor, "onion routing", was developed in the mid-1990s 
by U.S. Naval Research Laboratory 

• Free software – anonymous communication 
• Volunteer network > 6000 relays 
• Conceals user’s location & usage 
• Onion routing is implemented by encryption in the application layer of a 

communication protocol stack, nested like the layers of an onion, used to 
anonymise communication.  

• Tor encrypts the original data, including the destination IP address, 
multiple times and sends it through a virtual circuit comprising successive, 
randomly selected Tor relays. 

•  Each relay decrypts a layer of encryption to reveal only the next relay in 
the circuit in order to pass the remaining encrypted data on to it. The final 
relay decrypts the innermost layer of encryption and sends the original 
data to its destination without revealing, or even knowing, the source IP 
address.  
 



About Tor continued 

.onion:  
 -onion is a domain host suffix designating an anonymous  hidden service 

reachable via the Tor network.  
 
 -The purpose of using such a system is to make both the  information 

provider and the person accessing the  information more difficult to 
trace, whether by one  another, by an intermediate network host, or by an 
 outsider.  

 
 -.onion adresses are 16-character non-mneumonic  hashes, 

compromised of alphabetic and numeric strings. 
    wztyb7vlfcw6l4xd.onion 
 
 -The "onion" name refers to onion routing, the technique  used by Tor to 

achieve a degree of anonymity. 
 











Browsers 



Tor Homepage 



Tor Download Page 



Tor Browser Installed 



Tor IP address 







 



Tor (The Onion Router) 

A website operated as a Tor hidden service, conceals the real 
identity of it’s users and also of the website hosting server 

 
A black market site operates as follows: 
Sellers advertise their unlawful products/services through the 

main website or posting on the forum 
Buyer interested in the offer pays using only Bitcoins and later 

on receives the product mostly through classic mail (hidden 
in different packages). Then he finalises his order 

The website admin, releases funds to the sellers and receives 
also a certain percentage of this transaction (escrow 
services) 
 













Counterfeit Currency €s 



Good Side of Tor 

https://www.torproject.org/about/torusers.html.en 
Ordinary people 
Journalists 
Law Enforcement 
Military 
Activists & Whistleblowers 
Bloggers 
IT professionals 
High profile & Low profile people 

https://www.torproject.org/about/torusers.html.en


Attribution 





Forensics Analysis 

• Evidence  

• Attribution 

• Suspects 

• Exhibits 

• Additional lines of enquiry 



Law Enforcement Industry Academia 



High-Tech Crime Forum 

• BPFI membership 

• AGS 

• PSNI 

• UCD 

• ISPAI 

• Invited guests 



Europol 

• J-CAT 
– Malware 
– Botnets 
– Intrusion 
– crime facilitation  
– bulletproof hosting 
– counter-anti-virus services  
– infrastructure leasing and rental 
– money laundering (inc VC) 
– online fraud 
– online payment systems 
– Carding 
– social engineering 

• Europol Malware Analysis System 
(EMAS) 

• Cross matching 
• Joint  Action Day (Airport Action Day) 



Trust Development 

• Confidentiality 

• Openness 

• Management of 
expectation 

• Capability 

• Awareness 



GBFI Fraud Course 

• 88 Fraud investigators PA 

• Banks 

• ATM Fraud 

• BPFI 

• Cybercrime week 

• Relevant industry 
speakers 



Mutual Assistance 

• Criminal Justice (Mutual Assistance) Act, 2008  

• International Letter of Request (ILOR) 

• Rogatory Letter 

• MLAT 



Mutual Assistance 

 

The evidence sought must be:  

1. Sought in respect of a criminal investigation  

2. Relevant and necessary to the offence under 
investigation  

 



Mutual Assistance 

 

• Request completed by the Investigator  

• Forwarded to Mutual Assistance 

• Forwarded to D.P.P.  

• When issued by D.P.P. - returned to M.A.  

• Forwarded to Central Authority at D.O.J.  

• Translation of Request & material sought  

 



Garda good news stories 

• 2008 – Lying Eyes 

• 2013 - Freedom Hosting 

• 2013 – Silk Road  

• 2014 – Operation ‘Onymous’ (Silk Road 2) 

• 2015 – Graham Dwyer 

• Fine Gael hack 

• Child pornography cases 

• Fraud Cases 

 



ACJRD Working Groups 

 



For your Consideration 

 

 

• http://www.nationalcrimeagency.gov.uk/news
/765-campaign-targets-uk-s-youngest-cyber-
criminals 

 

http://www.nationalcrimeagency.gov.uk/news/765-campaign-targets-uk-s-youngest-cyber-criminals
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Computer Crime Investigation Unit 

Questions? 



Inspector Michael Gubbins 
Computer Crime Investigation Unit, 
Garda Bureau of Fraud Investigation, 
Harcourt Street, 
Dublin 2 
 
Tel: +353 1 6663745 
 
Email: michael.p.gubbins@garda.ie 


